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English 1 is a general course. It covers the syllabuses of listening, speaking, reading,
writing, pronunciation and grammar, which are provided ina communicative context.
The course is designed for foreign learners of the English language, who have had more
than one year of English language study. The extension part would be dealt with in the
class situation following the individual differences.
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Introducing methods for writing scientific technical reports in English, focusing on the
technical side in every part of the report from the first page-to-page appendices at the
end of the report, giving practical applications and some selected specialized topics.
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An introduction to computing and the broad field of information technology is given.
Topics covered include the basic structure of digital computer system, microcomputer,
operating systems, application software, data communication and networks, and the
internet. Hands-on learning emphasizes MS-Windows, MS-office, and the internet.
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Types of information security: Confidentiality, Integrity, safety and availability;
vulnerability & exploit assessment; access control mechanisms, policies, authentication
mechanisms, security threats; principles of design, implementation and management;
encryption algorithms; firewalls; security of the operating system; introduction to
malware & malware protection software.
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Introduction to the fundamental concepts of communication and networks. Analog and
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digital signals. Fourier Analysis. Ideal filters. Modulating and encoding. Transmission of
digital data: interfaces and modems. Transmission media. Multiplexing. Error detection
and correction.
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Types, topologies and categories of networks. OSI model and TCP/IP stack suit. Learn
application, transport, network and data link layer various protocols, in addition to
multiplexing, demultiplexing, sockets, packet switching vs circuit switching networks,
subnetting, and different routing algorithms. Learn the difference between peer- to- peer
and client server architecture.

3(3-0) AL i) pal
Introduction to the protocol architecture of the data link layer, network layer and
transport layer for wireless networking. Operation and management of Medium Access
Control in wireless local area networks; recent developments in 802.11 and Bluetooth;
WIMAX; and Mobile cellular networks standards and protocols. Security of wireless
(wifi), Bluetooth and cellular networks. Wireless security vulnerabilities, threats, and
attacks.
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Hands-on experience with Unix/ Linux & Microsoft based system administration. Topics
include introduction, system administration concepts, system installation and
configuration. Additional topics include understanding the file system, configuring basic
system hardware and services, managing user accounts, basic system security, and
backups. Major Unix variants will also be covered.
Networks programming basic concepts; Java I/O streams; Internet addressing; the Socket



Al-Balga’ Applied University

10

aggailldlal )l acaly
AL-BALOA APPLIED UNVERSITY

Egagshagll clalddl dvealy

1997 ale casndi

class; the Datagram Socket class; Communication primitives; protocol specification,
design, and implementation; multithreaded client/server applications; Java network
programming API will be used to implement some practical networking aspects.
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Computer system and network security implementation, configuration, testing of security
software and hardware, network monitoring. Authentication, firewalls, vulnerabilities,
exploits countermeasures. Ethics in information assurance. Emphasis on laboratory
experiments.
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Basic concepts and terminology, database, database administrator, database management
systems, characteristics of the database approach, the three level-schema architecture,
data independence, the entity relationship model, notations and concepts, the relational
model (concepts, constraints and operations), relational algebra, ER to relational
mappings, the SQL language, functional dependencies and normalization.
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Practical applications to cover the theoretical topics discussed in data base course.
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Students (through groups) design and document software system under the supervision of
one faculty member. This project is evaluated by a committee of faculty members.
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