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e Cloud Computing: A Practical Approach. Anthony T. Velte Toby J. Velte, Ph.D. Robert Elsenpeter.
Copyright © 2010 by The McGraw-Hill Companies.
ISBN: 978-0-07-162695-8

e Cloud computing, web-based applications that changed the way you work online. Michael Miller, 1st ed.
2009
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This course teaches the student about different types, topologies and categories of networks. OSI
model and TCP/IP stack suit. It introduces the application, transport, network and data link layer
various protocols and services, in addition to multiplexing, demultiplexing, sockets, packet
switching vs circuit switching networks, subnetting, different routing algorithms, and error
detection and correction mechanisms helping the student to learn the difference between peer-to-
peer and client server architectures.
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This course is designed to help the students:

1. Learn the computer networking concepts, basic terminology, and applications.

2. Understand the Internet architecture, components, services, and measures of performance.

3. Understand the application-layer concepts, protocol principles, transport-layer interfaces, and
network applications such as the WEB and HTTP and the FTP.

4. Understand the transport-layer concepts, relationship with the network- and application-layers,

and services such as the principles of Reliable Data Transfer.

Understand the network-layer concepts and routing principles, algorithms, and protocols.

6. Understand the data link-layer concepts, protocols, and services such as error-detection and

correction, addressing, and multiple-access techniques.

o

What is the Internet?

The Network Edge Introduction to
Week 1+ | The Network Core Computer Chapter 1
Week 2 Delay, Loss, and Throughput in Packet Switched Networks and

Networks the Internet

Protocol Layers and Their Service Models

Principles of Network Applications o
Week 3+ | The Web and HTTP Application Chapter 2
Week4 | Eije Transfer: FTP Layer

Electronic Mail in the Internet
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DNS
Peer-to-Peer Applications

Introduction and Transport Layer Services
Multiplexing and Demultiplexing

Week 5+ | Connectionless Transport: UDP
Week 6+ | Principles of Reliable Data Transfer Transport Layer | Chapter 3
week 7 Connection Oriented Transport: TCP
Principles of Congestion Control
TCP Congestion Control
Introduction
Forwarding and Routing
Week 8+ | Virtual Circuit and Datagram Networks
i . The Network
Week 9+ | The Internet Protocol (IP): Forwarding and Addressing Chapter 4
. Layer
week 10 in the Internet
Routing in the Internet
Broadcast and Multicast
Introduction to the Link Layer . _
Week 11+ | Error Detection and Correction Techniques TE?nt;m;IC':g;r'
Week 12+ | Multiple Access Links and Protocols Netwc’)rks and Chapter 5
week 13 Switched Local Area Networks

LANS
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= Lectures, lecture notes and assignments are designed to achieve the course objectives.
= Students are expected to read the material as detailed in the text, complete the
assignments/project on time and participate in class.

1 el el

= Computer Networks: A Top-Down Approach, James F. Kurose and Keith W. Ross, 6%
Edition, 2013, Pearson / Addison Wesley.

= Data Communications & Networking, Behrouz A. Forouzan, McGraw-Hill.
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Introduction to the fundamental concepts of communication and networks. Analog and digital signals.

Fourier Analysis. Ideal filters. Modulating and encoding. Transmission of digital data: interfaces and

modems. Transmission media. Multiplexing. Error detection and correction.

s al) alal) cilaai

Upon completing this course the student will have learned, through appropriate classroom and laboratory

experiences, the following.

uhwnNR

operatlon of extensive networks possible.

6. Acquire the knowledge of the basic protocols involved in physical layer.

Acquiring good knowledge of communication systems of both analog and digital.
Acquiring good knowledge of communication media.
The basic computer networking technologies and the required infrastructure.

Get very good knowledge of different encoding schemes of both digital and analog.

. Establish a solid knowledge of the layered approach that makes design, implementation and

7. Learn the basic design principles of wired and wireless communication networks.
8. Learn the way to model and analyze the structural performance for some commonly used

network architecture

salad) Cia gl

Introduction to

Simple data communication model

Architecture

1 Data - Course outline 1 Lecture
Communication
Layered - Con‘cept' of' Layering '
2 - Basic principles of layered architecture of the 2 Lectures

OSI model
How information flows in a layered

18
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architecture
Function of the 7 layers of the OSI Layers

Data and signals

Data and data types

Analog and Digital Data

Signal and Signal types

Example of Analog and Digital signals
Periodic signal characteristics

Time and Frequency domain representation
Spectrum and Bandwidth of a Signal
Propagation Time and Wavelength

2 Lectures

Transmission
Impairments and
Channel Capacity

Sources of impairment

Attenuation and unit of Attenuation
Bandwidth of a medium

Distortions

Data Rate Limits

Nyquist Bit Rate

Bit Rate and Baud Rate

Noise Sources

Shannon Capacity in a Noisy Channel

2 Lectures

Guided
Transmission
Media

Transmission Media Classes
Characteristics and Application of
e Twisted-pair cable
e Coaxial cable
e Optical fiber cable

2 Lectures

Unguided Media

Spectrum of wireless communication
Wireless communication configurations
Propagation methods

Broadcast radio

Terrestrial microwave

Satellite microwave

Infrared Communication

2 Lectures

Transmission of
Digital Signal —I

Important characteristics of line coding
Popular line coding techniques:

e Unipolar

e Polar

e Bipolar
Modulation rate of various code
Comparison of line coding techniques

2 Lectures

19
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- Scrambling Coding schemes
- Basic concepts of block coding
. - Block coding steps
Transmission of . - .
8 R - Conversion of analog data to digital signal 2 Lectures
Digital Signal I e Pulse code modulation
e Delta modulation
- Limitations of PCM and DM
- Comparison of the two approaches
- Why Modulation

Transmission of ) .
9 - Modulation techniques 2 Lectures

Analog Signal | - Basic concept of Amplitude modulation
- Frequency spectrum of AM signal
- Basic concept of Angle Modulation
- Relationship between FM and PM
Transmission of - Basic concepts of Digital data to Digital signal
10 ] . 2 Lectures
Analog Signal Il conversion

- Amplitude shift keying (ASK)
- Frequency spectrum of ASK signal
- Frequency and Phase shift keying
- Why Multiplexing
- Basic concept of multiplexing
- Frequency Division Multiplexing
11 Multiplexing - Wavelength Division multiplexing 2 Lectures
- Time Division Multiplexing

e Synchronous

e Asynchronous
- Inverse TDM
- Why error detection and correction
- Types of error

. - Error detection techniques

Error detection and .
12 e Parity check 2 Lectures

Correction e Two dimensional parity check
e Checksum
e Cyclic redundancy check
- Error correcting codes
Switching - Circuit Switching Concepts
13 techniques Circuit - Circuit Switching Networks 2 Lectures
Switching - Control Signaling in Circuit Switching
Networks
14 Switching - Limitation of Circuit Switching 2 Lectures

- Message switching concepts

20
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techniques Packet - Packet switching concepts
switching e Virtual Circuit
e Datagram
- Datagram versus virtual circuit
- Packet switching versus circuit switching
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1- Data Communications and Networking, 5/e , Behrouz A. Forouzan, ISBN: 0073376221

Copyright year: 2013.
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This course includes the study of the basic concepts of databases, Structured
Query Language (SQL) basics, data processing using SQL and various models and screen designs,

using ERM, transferring ERM to tables, normalization.

This course is designed to help the students:

e

Nou

understand user requirements/views

analyze existing and future data processing needs
develop an enterprise data model that reflects the organization's fundamental business rules
develop and refine the conceptual data model, including all entities, relationships, attributes, and
business rules

integrate and merge database views into conceptual model
apply normalization techniques

identify data integrity and security requirements

A Al Balal) citaa

Week 1+ Introduction Database

Week 2 Database Environment management | Chapter 1
Database Development Process systems
Levels of Abstraction in Data Management,
The ANSI/SPARC Approach, Schemas v. Database

Week 3+ Instances, Describing v. Querying v.

Week 4 Changing, DBMS Components and concepts .and Chapter 2
Architectures. abstraction
The Relational Model, The Relational
Languages

23
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Week 5+ Modeling Data in the Organization Modeli Chaoter 3
Week 6 Enhanced E-R Model and Business Rules odeling apter
Week 7+ Building a Conceptual Data Model.
Mapping the Conceptual Data Model to a L
Week 8+ Target normalization | Chapter 4
week 9 Identifying Functional Dependencies,
Normalizing the Schema
Week 10+ Defining Views, Using Embedded Queries,
Week 11+ Procedural Access, and Triggers queries Chapter 5
week 12
Week 13+ Data and Database Administration Datab
Week 14+ Distributed Databases ? 6,‘ asg Chapter 6
Administration
week 15
sl (3 )k
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= Lectures, lecture notes and assignments are designed to achieve the course objectives.
= Students are expected to read the material as detailed in the text, complete the
assignments/project on time and participate in class.

24
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1. Hoffer, Prescott & McFadden, (2005). Modern Database Management (7th ed.) Prentice-Hall,
Inc. ISBN: 0-13-145320-3.

2. Bagui, S. & Earp, R (2004). Learning SQL A Step-by-Step Guide Using Access®. Addison-
Wesley Publishing. ISBN: 0-32-111904-5.

3. Elmasri, Ramez and Shamkant B. Navathe (2010), Database systems: models, languages,
design and application programming (6th ed.) Pearson. ISBN: 0-13-214498-8
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This course includes the study of building database using MS-ACCESS with SQL, form and report
design and practical applications.Structured Query Language (SQL) basics, data processing using
SQL and various models and screen designs, using DDL and DML commands

This course is designed to help the students:

Nouo,rwNME

Distinguish between data and attributes.

Creating tables by design and by wizard

Using primary keys and foreign keys

Creating forms, reports, queries by wizard and by design
Adding different tools in forms, reports such as: buttons, check boxes, combo boxes, radio buttons, etc.
Creating SQL queries and nested queries.
Using functions and grouping in queries.

sl jall Balal) calaal

Creating database, defining tables and Database
Week 1+ -

entities management | Chapter 1
Week 2 Using data definition language DDL systems

Using primary keys and foreign keys

Dealing with data
Week 3+ Using relational algebra Relational

. o Chapter 2

Week 4 Join, union, intersect algebra

Create forms: auto form, main form, sub

form. By using wizard and by creation
Week 5 Adding different tools in form such as: Forms Chapter 3

List box, combo box, option buttons, etc.

27




Al-Balga’ Applied University

1997 sle ol

Eyagslagll clalddl &valy

Create query by wizard
Select query

Week 6+ Select some of records . Chater 4
Week 7+ Using criteria in query Queries apter
Delete query
Append query
Update query
Create reports by wizard
Sorting
Week 8 Grouping Reports Chapter 5
Page setup
Using tools such as:
List box, combo box, option buttons, etc.
SQL
Getting Started with SQL in Access ,
Week 9+ Beginning SQL Commands in Access Using SQL Chapter 6
week 10
SQL Joins Using SQL
Week 11+ : .
ee SQL Functions with nested | Chapter 7
week 12 SQL Joins versus Subqueries queries
SQL Aggregation and GROUP BY
Week 13+ Using SQL
Week 14+ SQL Correlated Subqueries with Chapter 8
week 15 SQL Indexes and Constraints on Tables constraints
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Lectures, lecture notes and assignments are designed to achieve the course objectives.
Students are expected to read the material as detailed in the text, complete the

assignments/project on time and participate in class.

1l

1. Hoffer, Prescott & McFadden, (2005). Modern Database Management (7th ed.) Prentice-Hall,

Inc. ISBN: 0-13-145320-3.

2. Bagui, S. & Earp, R (2004). Learning SQL A Step-by-Step Guide Using Access®. Addison-

Wesley Publishing. ISBN: 0-32-111904-5.

3. Elmasri, Ramez and Shamkant B. Navathe (2010), Database systems: models, languages,
design and application programming (6th ed.) Pearson. ISBN: 0-13-214498-8
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Throughout this course the student will study the basics of digital circuits and learn the basic
concepts used in designing digital systems including basic logic gates, flip-flops, counters, registers.

Al Al Balall calaa)
This course is designed to help the students:

Learn the numbering systems and the basics of Boolean algebra.

Learn how to design simple circuits to perform simple functions.

Learn how encoders, decoders, multiplexers and other digital chips work.

Learn how some basic circuits including flip-flops, registers and counters work.
Learn How to convert analog signals to digital signals and vice versa.

akrownE

Chapter 1: Introductory Concepts
1-1 Digital and Analog Quantities

Week 1 1-2 Binary Digits, Logic Levels, Digital Waveforms Inct:rOdUCt?ry Chapter 1
1-3 Basic Logic Operations Oncepts
1-4 Overview of Basic Logic Operations
Fixed Function Integrated Circuits
Chapter 2: Number Systems, Operations, and
Codes é\luinber
ystems,
+ .
Week 2+ | 2-1 Decimal Numbers Operations, and | Chapter 2
Week 3
Codes

2-2 Binary Numbers

2-3 Decimal to Binary Conversion
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2-4 Binary Arithmetic
2-5 1°2 and 2’s Complements

2-6 Signed Numbers

2-7 Arithmetic Operations with Signed Numbers

2-8 Hexadecimal Numbers
2-9 Octal Numbers

2-10 BCD

2-11 Digital Codes

2-12 Error Detection and Correction Codes

Chapter 3: Logic Gates

3-1 The inverter
3-2 The AND Gate

3-3 The OR Gate

Week 4 Logic Gates Chapter 3
3-4 The NAND Gate
3-5 The NOR Gate
3-6 The XOR and XNOR Gates
3-8 Fixed Function Logic
Chapter 4: Boolean Algebra and Logic
Simplification
4-1 Boolean Operations and Expressions Boolean
Week 5+ 1 4.2 Laws and Rules of Boolean Algebra Algebra and Chapter 4
Week 6+ Logic
4-3 DeMorgan's Theorem Simplification

4-4 Boolean Analysis of Logic Circuits

4-5 Simplification Using Boolean Algebra
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4-6 Standard Forms of Boolean Expressions
4-7 Boolean Expressions and Truth Tables
4-8 The Karnaugh Map

4-9 Karnaugh Map SOP Minimization

4-10 Karnaugh Map POS Minimization

Chapter 5: Combinational Logic Analysis

5-1 Basic Combinational Logic Circuits

Week 7* | 5 2 Implementing Combinational Logi Combinational | o\ ier 5
Week 8+ -2 Implementing Combinational Logic Logic Analysis p

5-3 The Universal Property of NAND and NOR

5-4 Combinational Logic Using NAND and NOR

Chapter 6: Functions of Combinational Logic

6-1 Basic Adders

6-2 Parallel Binary Adders

6-3 Ripple Carry versus Look-Ahead Carry Adders

6-4 Comparators Functions of
Week 9+ 6-5 Decod Combinational Chapter 6
Week 10 - Decoders Logic P

6-6 Encoders

6-7 Code Conveners

6-8 Multiplexers (Data Selectors)
6-9 Demultiplexers

6-10 Parity Generators/Checkers
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Week 11

Chapter 7: Latches, Flip-Flops, and Timers
7-1 Latches

7-2 Edge-Triggered Flip-Flops

7-4 Flip-Flop Applications

Latches, Flip-
Flops, and
Timers

Chapter 7

Week 12

Chapter 8: Counters

8-1 Asynchronous Counter Operation
8-2 Synchronous Counter Operation

8-4 Design of Synchronous Counters

Counters

Chapter 8

Week 13

Chapter 9: Shift Registers
9-1 Basic Shift Register Functions

9-2 Serial In/Serial Out Shift Registers
9-3 Serial In/Parallel Out Shift Registers
9-4 Parallel In/Serial Out Shift Registers
9-5 Parallel In/Parallel Out Shift Registers

9-6 Bidirectional Shift Registers

Shift Registers

Chapter 9

Week 14

Chapter 10: Memory and Storage

10-1 Basics of Semiconductor Memory
10-2 Random-Access Memories (RAMS)
10-3 Read-Only Memories (ROMs)

10-4 Programmable ROMs

10-5 Flash Memories

Memory and
Storage

Chapter
10
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10-6 Memory Expansion

10-7 Special Types of Memories

10-8 Magnetic and Optical Storage
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= Lectures, lecture notes and assignments are designed to achieve the course objectives.
= Students are expected to read the material as detailed in the text, complete the
assignments/project on time and participate in class.

1l Al

Digital Fundamentals, by Thomas L. Floyd, Prentice Hall Publishing Company, 10" Edition.

Additional References:

 Digital Systems, by Ronald J. Tocci, Neal Widmer, and Greg Moss, Prentice Hall 11%"

Edition 2010.

e Digital Electronics, by Anil K. Maini, Wiley, 2007.
e Digital Design and Computer Architecture, David Harris and Sarah Harris, Morgan

Kaufmann 2007.
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This course is intended to provide students with hand-on experience in installing, configuring, and
testing state-of-the-art security software and hardware. Methods of attack will be examined to better

understand how to detect and prevent attacks. Computer Systems and network security:
implementation, configuration, testing of security software and hardware, network monitoring.
Computer attacks and countermeasures. Emphasis on laboratory experiments.

A Al Balal) citaa

This course is designed to help the students:

=

Understand the ethics of using hacking tools

2. Be able to describe the TCP/IP network protocols and the effect of an open network protocol
on security

3. Be able to snoop traffic from a network and decode the data

4. Be able to describe methods to counter traffic attacks like snooping, spoofing, redirection, and

flooding.

Understand the importance of passwords and methods to select good passwords

Be able to crack passwords and understand the importance of authentication

Understand the issues of social engineering when used to discover passwords

Be able to describe a centralized key distribution center and its uses in authentication

9. Be able to use one-time passwords, Kerberos, and other authentication systems.

10. Understand the issues of anonymous email and email forgery, email privacy.

11. Understand and be able to use an encrypted email system

12. Understand the relationship of public and private keys to email and the uses of a Public Key

Infrastructure

13. Be able to identify the security problems with standard terminal based protocols like telnet, ftp,

NFS, and web.
14. Be able to identify solutions to the security problems with telnet, ftp, NFS, and web traffic.

15. Understand how secure protocols like SSH, SSL, and VPN's operate and how they can be used

to enhance security.

16. Be able to develop a plan to attack a network of computer systems and then be able to develop

a plan of countermeasures.

17. Understand the use of firewalls and the strengths and weaknesses of a firewall » Be able to read

and identify information in log files for possible security violations

18. Be able to use screening routers and software filters to defend a computer system from attack.

19. Be able to use probe software to determine the weaknesses of a computer system.

20. Understand how intrusion detection system operate and how they can be used to detect attacks
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Week 1+
Week 2

Introduction to Information Warfare & Ethics

Week 3

What is Footprinting?
Internet Footprinting

Footprinting

Chapter 1

Week 4

Determine if the system is alive

Determine which services are running and listening
Scan types

Identifying TCP and UDP Services Running
Windows-Based Port Scanners

Port Scanning Breakdown

Detecting the Operating System

Enumeration (Service Fingerprinting, Vulnerability
scanners, Enumerating common network services)

Scanning

Chapter 2
+ Chapter
3

Week 5

Unauthenticated attacks
Authenticated Attacks
Windows Security Features

Hacking
Windows

Chapter 4

Week 6

The Quest for Root
Remote Access Attacks
Local Access

After Hacking Root

Hacking Unix

Chapter 5

Week 7

Network Protocols

Traffic attacks and defenses
Terminal Services

NFS

Chapter 6

Week 8 +
Week 9

Discovery
Detection
Autonomous System Lookup

Network
Devices

Chapter 7
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Service Detection
Network Vulnerability
Route Protocol Hacking
Screening Routers
Firewalls

IDS

Link encryption

Week 10+ | Encryption tools
Week 11 Trapping a hacker
Probe software
Wireless Footprinting
Wireless Scanning and Enumeration
Identifying Wireless Network Defense and
Week 12+ | Countermeasure Wireless Chapter 8
Week 13 Hacking 802.11 Hacking
WEP
LEAP
WPA
Hacking Android: Android Fundamentals
Hacking your Android
Hacking Other Androids
Week gggr?é?nzsi:;rt:%er;gcklng et Mobile Hacking Chapter
14+Week 15 11

i0S: Know Your iPhone

How Secure Is i0S?
Jailbreaking: Unleash the Fury!
Hacking Other iPhone
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= Lectures, lecture notes and assignments are designed to achieve the course objectives.
= Students are expected to read the material as detailed in the text, complete the
assignments/project on time and participate in class.

1l

= Hacking Exposed 7: Network Security Secrets and Solutions, by Stuart McClure, Joel

Scambray, and George Kurtz. 2012

= The Hacker Playbook 2: Practical Guide to Penetration Testing, by Peter Kim, 2015.
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This course focuses on basic concepts in network security. It aims to introduce students to the
fundamental techniques used in implementing secure network communications, and to give them an
understanding of common threats and attacks. Which include Introduction in Computer Security Concepts
The OSI Security Architecture, Symmetric Encryption and Message Confidentiality, Public-Key Cryptography
and Message Authentication, Key Distribution and User Authentication, Electronic Mail Security, IP Security,
Malicious Software and Firewalls.
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Gfsh e b aaly Gk e S5 By ) Al el Jle )l (e de e o adiad Al JAEWY) DY S5 0 e Gl -3
Kerberos .JsS 535 » 4ul )3 s s(mutual Authentication )

WAN s LAN ClSes (A 4leall Ul e ol 4

IP Sec .oans Lo ol 3020 dads 8 30aY) 4l 4d jae -5
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- Computer Security Concepts )
u Sl ey security

Introduction in network

Il & s ] ] pars (i dale daal Y
’ t;:: - The OSI Security Architecture il ;fu‘u,; fl_j s
e il s Bl -
i - Security Attacks Sl lashe
i) laadll
- Security Services
dﬂuﬁd\ M\ GL}JL}A
- Symmet.rlc Encryptlon.I.DrmmpIes A ey L) il
ABlaiall aalaall jdis el
- < - Symmetric Block Encryption . .
Gl & sasY) y . yp Symmetric Encryption
" Algorithms 5 B
g sl + IRPORIRY and Message 4l 5aa )
B S Confidentialit
& - Random and Pseudorandom Y
Numbers
028l RC4 4 ) 5
- Stream Ciphers and RC4
Jil ) e al) aalia
-Approaches to Message
Authentication
il A aglall 4 Cwilda (e il g il alal) - Liddl)
-Secure Hash Functions Jib )l
& se) Jilo 1 (e Ganill @l yiod Public-Key AN as )l
+ ualad) -Message Authentication Codes Cryptography and
& se) alal) Fldall aladiuly il <l ))& Message Authentication
+ bl | -Public-Key Cryptography Algorithms
a5l 8l gl
-Digital Signatures
pal) 8 alilaial) silaall aladial
2 & e . 2l mailde a5 Aglac
- Symmetric Key Distribution Using e
. ‘ ] . pdiuall (e (B3 .
(el & sl Symmetric Encryption Lo Aaal Ll 3as )
e o Key Distribution and
Gl (s S 8 a4 -
User Authentication
- Kerberos
el & 5 sdall da guadll s S 3l el Gsalall 3aa )

43




Al-Balga’ Applied University gyl clal Il dealy

1997 sle ol

Pretty Good Privacy Electronic Mail Security
S/IMIME 241
Jra¥) cay pal miilia
DomainKeys Identified Mail

Y J SS9 e adle aad
IP Security Overview
i Y1 J S5 0 ac ) 68
IP Security Policy o Y J 5S35
Ol JSy Jeall Calas IP Security
Encapsulating Security Payload
ciliall Jals
Internet Key Exchange

el g sl
&ﬁu‘\}” +
e LﬁJlA.“

Asalial) B2 gl

Cuall 35S g )
Types of Malicious Software
gl
Sl g gl Viruses
+ e sl Ganlia SRR RPN
Gl & sy Virus Countermeasures Malicious Software
e 23 5l) (s 5 8
Worms
4aadll Gl S5 a5 55 Clana
Distributed Denial of Service Attacks

Jad) 30a )

alaall O jaad aalall
The Need for Firewalls
alaall las pailiad
&V sl Firewall Characteristics
+ e alaall Gl s g1 53l alaall Gl s
g se) Types of Firewalls Firewalls
e puadl) alaall jlaa ()
Firewall Basing
Alaall jlan a8l 50
Firewall Location and Configurations

bl s )
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= Lectures, lecture notes and assignments are designed to achieve the course objectives.
= Students are expected to read the material as detailed in the text, complete the
assignments/project on time and participate in class.
1

22015 A48 o glall 5o allae dlal) dlte AUaalll Gade G qud 3 Cilaglaall (1)
2- Network Security Essentials Applications and Standards, 5/E,William Stallings

©2014 « Pearson ¢ Paper, 448 pp
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CISCO packet tracer Simulator provides network modeling, simulation, and analysis features, it
provides the user with the ability to choose network devices, such as switched routers, and
workstation ; connect them together with various type of links, such as Ethernet 100base T, FDDI
and ATM and define network traffic patterns, packet tracer may then be used to simulate the
Behavior of the modeled network, to collect statics, such as application response time or link
utilization, and to display graphs of the collected statistics. packet tracer may also be used to design
computer networks from scratch to validate or troubleshoot an existing configuration or to evaluate
a proposed upgrade; in addition it provides detailed experiments on core networking topologies for
use in this simulation environment, various scenarios are presented within each topology: review
questions, a lab report, and exercises accompany each assignment as well.

sl ol 9alS BlSlaall 5 dadaill Bacl agh o Jsandl (o calldall (Sl (g kil 5 laadl Jusad) G0N olSlae s 4adad sale Jiad
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Jaall sy «(router) 4 sl 3eal Jie ASuill 3eal L) e s)mll aadiiall jig 5 Jdadll ) e Gl
8 al s A pall GV haseT100 i) Jie «(links) ol s V) (e Calide & 53 aa Lehay ) olSlae 4S5 (Workstation)
Gl gan e o 3al @l sl 3lSaal Lgaladin) Syl (e s ASLEll 5 3 A8 ja blail a5 (ATM) Y Gl yual)
ClSad manal Lgman o Gl Glelas ) (e bl o gl e 5 ¢(links) el alasil ol ciliulaill dlainl cdy Jadiy | 4Sudl
ol s 4dls oy ) ABLaYL ¢ aSall el 48 55 i) ) 4aB i) ellad¥) LIS i daa (e il iall (e o gulad)
Aaliie a5 s (e 5 Al 2l a3 Hlaaiud (networking topologies) dselu) Sl La ol suda J s Aluads

-
o
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.(The logical workspace) <\Saill alle i olSlaall ale 430a) 5 4 allall 43l e s jaill -]

(Using The Packet Tracer Interface) Jeall 48 jall mal nll (iany ae 40l o ja 2 geali  Gilgal 5 il e o 58l -2
Jinks il Sl sol s PC o e (ara s Router lea 5o (e 4355 (Build A Simple Network) ddass <ilSud ol olSlas -3
Juai¥) L) 5 RIP &Y 5S 555 50 (0 Wil sise dlac ) s ( Expanded A Network) 4z so CilSudi ¢l 3lSlas -4
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Traffic 4Sulll jlue (8 Le8x5 48] ja g o jall oda A4S 5 (Packet Simulation Mode) 452l ja olSladl Jaise Jaai 21y -6
Flow

4adie oy ) Slilee Jodiig (Instruction Application Of Packet Tracer) 4lalSic cuilSul ol Jlas (8 sa0atia o jliia oLl -7
Packet <llall aja (3835 48] ja 5 alaa) oaay WilSlaw s PC, Router, Switch, Hob, Links, Servers (s 4Suill b K 4dlsl
Tracer

. ?w‘ JA‘,S\

alaaiuly il olSlaall ale 4gaal alxs
Jadys asall aifi el
Guides you through the packet
tracer 6.2 interface included
Sladll ale I dais

introduction to simulation
Al Jaall 4alise Sall Jaal) 4abias
¥ g sl logical workspace the logical workspace sV sas
380 i) el jla
options window
toolbars
GLlall Glas g QY S g9
PDU(Protocol Data Units) list
window

Cada g i i g oLl olSlae 43S alad
Lo Jhai¥) Lo ghas ¢ aS0dl) oz

. 5 mald  Cilalal g alasiud
Explain how to create , arrange and | & &2 “‘fu il
o delete devices and links _ e o
Sl & sand) . S . Using The Packet Tracer 4 3aa )
48y ?"‘}95 k_\\}.l\ ?‘M\ M} Interface

A0l Cilaray aSaill uaedll 5 Caaall
. damaal bl o335
- using the select tool to add and
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move devices and connection
- using the delete tool to remove
devices and connection
-using the move tool to navigate
large networks
-using the place note tool
-saving a topology

o_ypuas didae 4Sud LA g oLy 43aS alad
Demonstrates how to create and
test a small network
s Jadii g
A g Aa 5e (e 4S80l el -
- building 1 router network

CEll & o] adaiae LS oy
- 4a | Cilgald )
& s + dit d’ ’_“)j T]LP jjhjCLI d Build A Simple A 3aa )
R -editing ewcgs throug an Network(LAN)
GUI interfaces
O 4 5o (M lea e Juad¥) sl -
Cplaill il yla DA
- Testing connectivity from the PC
to the router via the desktop and
terminal application
adaione 450 Clans 4dlial 48K el
L Lasd Jlat™U (5 yha oae (L&)
Show you how to add devices to
& s simple network and explorer
+ w\;‘\l\ various W:?/s to iﬁnnect and e o S ol S e
g s configure them Aal )l 3as
b el iy Expanded A Network
bl & 50 Aa e ) 4aSul aili)
- adding network modules to a
router

Cilga gall G Jlai¥) alac
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- connecting and configuration
between router
RIP JsS5i5 5 el

- configuring RIP routing

Gilea sall Gaglie Jsan pand
- Examining the routing table

Juaiy) sl
- Testing connectivity

adal) QAN Jee 495 ) 488 mua sl -
A Ao ju (ame idal Lgiladinl
Explains how to see a network run
in real time , responding to your
actions immediately as it would in
a real devices :

oﬁumt‘ﬁu‘y\ - e o i - sl gl Jaa
gl S cye il oy ol - =Ll fsalal) 52a )
+ el CEOEE A Real-time Mode
Skl g ) - issuing pings
Cilea sall Jshan (e 383l -
- inspecting a routing table
43l Javm sale -
- resetting the network
Sl olSlaall alai ol g Clpsbasl aled
Teaching the basic functions of the
(el
sl g 5l simulation mode:
jL o 5 padially aalad) Cllall o 3a e - . D&A‘.‘M s
Sall gi,u‘!\ i R Simulation Mode Al 2m )
déﬂ\ ;;m - Viewing both system and user
e creating packets

el sl i 5 Gl ailiad aladil -
GNP EN
- using the capture / play and
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capture/ Forward buttons to begin
traffic flow
Gllall o s (i e g el -
- Hiding or viewing packets
GUL & s 48 s 4o s oSal) -
- controlling playback speed

& Al o s &l el o ghady o ghad
Jezall

show some step-by-step examples

of using Packet tracer for
aoall aii Cilagadl 3l

&l g sl classroom b
+ e s Jaddy | .GAA' licati Tl 5m l
g s Jl sae 5 b 5 G jlen sl 4Sadll aal s Slea nsg?CS;:ketpﬁr;iitrlon T

- A single host in the workspace
- Two hosts in the workspace
- Tow host and Hub in the workspace
-End-to-End and Local Addressing
concepts
-Switch and Hub Packets propagation
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- 2013- Gla dhaay Aaall oS Cilli packet tracer 6.1 AN g o galal) CilSud olSlae gall 7y -1
Agipdatl) o glall Analal) 4,19

2- CCNA Discovery  Working at a Small to Medium Business or ISP Student Packet
Tracer Lab Manual , CISCO
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Object oriented Programming Object Oriented Programming Concepts Using Java or C#: Classes,

Objects, Constructors; Abstraction; Encapsulation; Overloading Method; Composition Relationship;
Inheritance; Polymorphism and introduction into graphical user interface design..

sl Al Balal) cilaa
This course is designed to help the students:

1. Students will be able to describe the history and significance of the Java language within the
context of the software industry.

2. Students will be able to code a simple Java application that uses the primitive data types,

arithmetic and relational operators.

Students will be able to implement selection and repetition constructs in Java.

Students will be able to create and use arrays.

5. Students will be able to recognize and implement code that correctly uses the object oriented
principles using Java.

6. Students will be able to write code that uses classes that are organized in packages, and will be
familiar with the most significant packages that are part of the Java API.

7. Students will be able to describe and implement the concept of an interface in Java, and recognize
when and why to use interfaces.

8. Students will be able to analyze and write code that uses the try-catch-finally construct and
demonstrate when it should be used according to accepted conventions.

Pw

saladl Ciua gl
S| Baagll g gina 3aa gl) avul Baagll a8
Introduction to java the history Gla ) dens ol
4024 Y 3as 4l
1 significance of the Java language j ‘; ol Bl
Writing code of simple Java application YEA RERETIN
2 defining the primitive data types Java Al aa )
arithmetic operators. Programming
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Relational operators.

The selection structure in Java.
e Ifsimple
o Ifelse
e Nested if /else
e Switch statement

sy des

LD 5aa )

Repetition constructs in Java
for repetition statement

do ...while statement

break and continue statements

Ol das

A Hl) as )

Program module in java
Math class methods
Java API Packages
Methods of class JApplet
Method overloading
Recursion

il Y

Aaall 3&;55\

Declaring and creating arrays.
References and reference parameters
Passing arrays to methods
Multidimensional arrays

RPN

daabaad) 32 1

7+8

Class Scope

Controlling access to members

Referring to current objects' members with this
Constructers,

set and get functions

composition

Garbage Collection

Static class members

Creating Packages and access

Data Abstraction Encapsulation

462 54l dae
st
Obiject-
oriented
programming

Ll 32a )

Superclass and Subclasses

Protected members

Relationship between Superclass and Subclasses
Constructer and finalizers in subclasses

Abstract Classes

Inheritance

43401 32a 4l)

10

Relationships Among Objects in an Inheritance Hierarchy.
Polymorphism Examples. Abstract Classes and Methods
Case Study: Inheriting Interface and Implementation.
final Methods and Classes.

Case Study: Payroll System Using Polymorphism.

Polymorphism

il 528 )
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Case Study: Creating and Using Interfaces. Nested Classes.
Type-Wrapper Classes for Primitive Types.

11

Class string

Class StringBuffer
Class character

Class Stringtokenizer

String
Processing

3 ydiladl 32s o)

12

Graphics objects

Color control

Font control

Drawing lines, rectangles, and ovals
Drawing arcs and polygens and polylins

Graphics and
java2D

Lalall sas gl
.é ™

13

Overview of Swing Components. JLabel.

Event-Handling.

Textfields.

How Event Handling Works.

Jbutton. JCheckBox , JRadioButton. JComboBox. JList. Multiple-
Selection Lists.

Mouse Event Handling.

Adapter Classes.

Key Event Handling.

Layout Managers.

Graphics user
interface
components |

il sas 4l
[P

14

JTextArea.

Creating a Customized Subclass of Jpanel.

Jpanel Subclass that handles Its Own Events.

JSlider.

Windows: Additional Notes.

Using Menus with Frames.

JPopupMenu. Pluggable Look-and-Feel.

JDesktopPane and JinternalFrame. JtabbedPane. Layout
Managers. BoxLayout and GridBaglLayout

Graphics user
interface
componentsl|

ZAA sas Gl
b _yuic

15

Exception Handling Overview.

Exception-Handling Example: Divide by Zero. Java Exception
Hierarchy.

Rethrowing an Exception.

finally Clause.

Stack Unwinding.

printStackTrace, getStackTrace and getMessage.

Chained Exceptions.

Declaring New Exception Types.

Constructors and Exception Handling.

Exception
Handling

Al ) Bas 4l
(P
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= Lectures, lecture notes and assignments are designed to achieve the course objectives.
= Students are expected to read the material as detailed in the text, complete the
assignments/project on time and participate in class.

1l

1.Java How to Program, latest/E ,Harvey M. Deitel, Deitel & Associates, Inc.,Paul Deitel, Deitel &
Associates, Inc.

2. Introduction to Java Programming: Comprehensive Version 978-013293652-1 By: Y. Daniel
Liang
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This course is designed to help the students:

1.

w

Students will be able to code a simple Java application that uses the primitive data types,
arithmetic and relational operators.

Students will be able to implement selection and repetition constructs in Java.

Students will be able to create and use arrays.

Students will be able to recognize and implement code that correctly uses the object oriented
principles using Java.

Students will be able to write code that uses classes that are organized in packages, and will be
familiar with the most significant packages that are part of the Java API.

Students will be able to describe and implement the concept of an interface in Java, and recognize
when and why to use interfaces.

Students will be able to analyze and write code that uses the try-catch-finally construct and
demonstrate when it should be used according to accepted conventions.

detiing the prinie data types. i ol
1 arithmegtic o] perators P Java e
) P ' Programming
Relational operators.
Implement the selection structure in Java.
e Ifsimple
o Ifelse .
. DY Jaa | 4l saa gl
2 e Nested if /else S
e Switch statement
3 Implement the repetition constructs in Java Ol Jaa QAN 3as Gl
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for repetition statement
do ...while statement
break and continue statements

4+5

Program module in java
Math class methods
Java API Packages
Methods of class JApplet
Method overloading
Recursion

) jay) axdl l 3aa )

Declaring and creating arrays.
References and reference parameters
Passing arrays to methods
Multidimensional arrays

QGM\ AauAll Ehjj‘

7+8

Class Scope

Controlling access to members

Referring to current objects' members with this
Constructers,

set and get functions

composition

Garbage Collection

Static class members

Creating Packages and access

Data Abstraction Encapsulation

A all Al
st
Object-
oriented
programming

4l 32 o)

Superclass and Subclasses

Protected members

Relationship between Superclass and Subclasses
Constructer and finalizers in subclasses

Abstract Classes

Inheritance | 4xlull sas gl

10

Relationships Among Objects in an Inheritance Hierarchy.
Polymorphism Examples. Abstract Classes and Methods
Case Study: Inheriting Interface and Implementation.
final Methods and Classes.

Case Study: Payroll System Using Polymorphism.

Case Study: Creating and Using Interfaces. Nested Classes.

Type-Wrapper Classes for Primitive Types.

Polymorphism | 4l 3as 4l

11

Class string

Class StringBuffer
Class character

Class Stringtokenizer

String

> 4= il) 3as )
Processing

12

Graphics objects
Color control

Graphics and

java2D o‘).ﬁa\aj\ Bh)ﬂ
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Font control
Drawing lines, rectangles, and ovals

Drawing arcs and polygens and polylins

Event-Handling.
Textfields.
How Event Handling Works.

Overview of Swing Components. JLabel.

Jbutton. JCheckBox , JRadioButton. JComboBox. JList. Multiple- Graphics user apalall as )

JPopupMenu. Pluggable Look-and-Feel.
JDesktopPane and JinternalFrame. JtabbedPane. Layout
Managers. BoxLayout and GridBaglLayout

13 Selection Lists. interface e
Mouse Event Handling. components |
Adapter Classes.
Key Event Handling.
Layout Managers.
JTextArea.
Creating a Customized Subclass of Jpanel.
Jpanel Subclass that handles Its Own Events.
JSI.ider. N Gr.aphics user | .y saa )
14 Windows: Additional Notes. interface T,
Using Menus with Frames. componentsll e

Exception Handling Overview.

Hierarchy.

Rethrowing an Exception.
finally Clause.

15 Stack Unwinding.

Chained Exceptions.

Declaring New Exception Types.

Exception-Handling Example: Divide by Zero. Java Exception

printStackTrace, getStackTrace and getMessage.

Constructors and Exception Handling.

Exception Al 3as ol
Handling e
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1.Java How to Program, latest/E ,Harvey M. Deitel, Deitel & Associates, Inc.,Paul Deitel, Deitel &

Associates, Inc.

2. Introduction to Java Programming: Comprehensive Version 978-013293652-1 By: Y. Daniel

Liang
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This course covers the protocol architecture of the data link layer, network layer and transport layer
for wireless networks different types, technologies, and standards. Operation and management of
Medium Access Control in wireless local area networks; recent developments in (802.11) Wi-Fi
networks, Bluetooth wireless technology, WiMAX, GSM, GPRS, UMTS cellular networks, Mobile
IP, wireless LANs & PANs, mobile ad hoc networks, vehicular networks, and wireless mesh
networks. Different vulnerabilities, threats, and attacks for all of these technologies are introduced
and different solutions are proposed and discussed.

This course is designed to help the students:

A Al Balal) citaa

1. Understand the difference between wired & wireless networks architecture, components, and
standards.

NGO~ wWN

Learn the wireless networks different types, principles and standards.

Be able to identify wireless networks vulnerabilities, threats, and attacks.
Learn the mobile cellular networks different generations and security issues, and solutions.
Learn the Wi-Fi technology and its security related issues and solutions.

Learn the Bluetooth technology and its security related issues and solutions.
Learn the WiMAX technology and its security related issues and solutions.

Learn about wireless intrusion detection systems (WIDS) and wireless honeypots.

. . . 1% Reference
Introduction to wireless network basics
Week 1 + . 802.11 Wireless Chapter 1
Why wireless?
Week 2 + ) networks the +2+3
Overview of 802.11 Networks . .
Week 3 definitive guide by
802.11 MAC Fundamentals Matthew Gast
Week 4+ | Introduction 2"d Reference
Week 5 | Mobile Cellular Networks (1G, 2G, 3G, 4G) Introduction to | Chapter 1
IEEE Wireless Networks (802.11, 802.15, 802.16) Mobile & Wireless
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Mobile Internet Networks

Networks

Threats & Risks to telecommunication

Vulnerability of

Week 6 From Wireline Vulnerabilities to Vulnerabilities in Wired & Wireless | Chapter 2
Wireless Communications Networks
Week 6+ Hot Spot Architecture Wi-Fi Security
Wireless Intrusion Detection Systems (WIDS) Dedicated Chapter 4
Week 7 . .
Wireless Honeypots Architectures
Introduction to Bluetooth
Week 8 Protocol Architecture Bluetooth Security | Chapter 6
Bluetooth Security (threats & attacks)
Attacks on Wireless Networks
Week 9+ . - )
Week 10 Security in the IEEE 802.11 Standard Wi-Fi Security Chapter 7
Authentication in Wireless Networks
Introduction
WIMAX low layers . .
Week 11| security According to 802.16-2004 & 802,166 WIMAX Security | Chapter 8
Standard
Signaling
Week 12+ | Security in the GSM Security in Mobile Chanter 9
Week 13 | GPRS Security Telecommunication P
3G Security
The SIP o
Week 14+ | VolP Securlt_y n Nex_t Chapter
. Generation Mobile
Week 15 | IP Multimedia Subsystem (IMS) 11
4G Networks
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= Lectures, lecture notes and assignments are designed to achieve the course objectives.
= Students are expected to read the material as detailed in the text, complete the
assignments/project on time and participate in class.

1 el all

= 802.11 Wireless Networks: the Definitive Guide, 2" Edition, (2005), by Matthew Gast,

O’Reilly.

®  Wireless and Mobile Networks Security (2009) by Hakima Chaouchi, Maryline Laurent-

Maknavicius, Wiley.
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( Confidentiality Jiusa swadll 5 4 )
(Integrity ):ublnll Jalss

( Authentication )A sell <)

( Non-repudiation )2 saall axe

I\_J.'L”d\ eh}“

6+7+8

-l ¢ gl

il 5 (Conventional Cryptography) (sadiill jadl)

e i) (e 5 Cryptography  Symmetric ba) (oo
radiild o
(DES )=kl bl j8d5 o
AES, IDEA, 3DES, blowfish o

( Public Key Cryptography) plall ZUsall .85

2 oas S

9+10+11
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PGP

DSA

Deffie-Hellman

Elgamal

RSA

Block Ciphers &S slll Ciliaxadl)
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m@\j\ Eh}l\

12+13

Rijndael 4 ) s>
Alad) el sy i)y Gulil A g 5 U 3e
il 358 Ll 8

FINAEN|] Eh}”

14+15

sl g LAl Shannon o5 (g3l
Confusion
Diffusion

Asalad) 32a o)

69




Al-Balga’ Applied University gyl clal Il dealy

1997 sle ol
a3k
cliada &l olaia¥) dsd clilatiay)
20 /! / %20 ds¥ claday
20 / |/ %20 S claiay)
%10 Jualll Juas
20 / |/ %50 el latay)

tosual) 3k

(S it (iLBUA (e (b pualaa) DA (e Aaddiiial) A8y al) (g ail) Ai guae daay

el

e Cryptography: An Introduction (3rd Edition) Nigel Smart, CRC Press, 2005.
e AlJ. Menezes, P. van Oorschot and S.A. Vanstone. The Handbook of Applied Cryptography. CRC
Press, 1997.
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Hands-on experience with Unix/ Linux & Microsoft based system administration. Topics include
introduction, system administration concepts, system installation and configuration. Additional
topics include understanding the file system, configuring basic system hardware and services,
managing user accounts, basic system security, and backups. Major Unix variants will also be
covered.

Networks programming basic concepts; Java I/O streams; Internet addressing; the Socket class; the
Datagram Socket class; Communication primitives; protocol specification, design, and
implementation; multithreaded client/server applications; Java network programming API will be
used to implement some practical networking aspects.

sl jall Balal) calaal
This course is designed to help the students:

1. Learn the fundamental concepts and principles of server administration and network

programming.

Understand the basics of concepts of servers installation and configuration

Understand the difference between Unix, Linux and widows servers

4. Understand the difference between sockets, datagram sockets, protocol, threading and client
server applications

wmn

5. Learn a set of instruction for administering the different servers
6. Understand the importance of servers
e Understanding What a Server Does 2
Week 1 Oserv_er 1
e Installing Windows Server 2008 RS VErvIew
e Performing Initial Configuration :
Week 2 W_'V('janag'gg 2
e Using the Control Panel INAOWS Serve
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e Configuring IP Address Settings 43
Managing Devices and Device Drivers
e ldentifying Storage Technologies
e Looking at Network Attached Storage and Managing
Week 3 3
Storage Area Networks Storage
e Understanding Disk Structure
e Managing Information Technology
e Introducing Troubleshooting Methodology
e Booting the System o
Monitoring and
Week 4 e Understanding Performance Troubleshooting 4
Servers
e Introducing Business Continuity
e Understanding Backups
e Performing Server Repair
e Naming Resolution
Essential
Week 5 e DHCP Services 136 Introducing Directory Services 5
Services with Active Directory
e introducing the Web Server
Popular
e Understanding Remote Access Windows
Week 6 Network 6
e Introducing Remote Administration Services and
Applications
e Understanding Server Virtualization PP
Week 7 + - Server administration Introduction
- The Windows Operating System(client & server) 7
Week 8 | _The Linux Operating System (client & server)
- The UNIX Operating System (client & server)
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- Operating systems features( Multi-tasking, Time
- Sharing , Multi-user ,Network Capabilities,
Portability, Flexibility, Software Available)

- Unix installation and configuration

Week 9

- File and Directory Names
- Length and Conventions

- Structure of Directories, Files
- Permissions/File Access Modes
- Change Mode (Permissions)

Unix File
System

Week 10

- Input/Output Redirection
- Pipes
- Pipes and Redirections

- Background Processing
- Metacharacters (Wildcards)

- Shell/Job Control

- C Shell

UNIX/Linux
Security
Administration

Week 11

- File Permissions
- Passwords

- Root Password
- SSH

-TCP Wrappers

Basic Security

10

Week 12

- Command is a File
- Syntax
- Login Related Commands

- Help

Commands |

11
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- system Commands: Files

- User Related Commands

- File system Commands: Directories

- Printer Commands (Berkeley; Ipr/lprm)

- Printer Commands (System V; Ip/cancel)

- Printer Commands (linux; kprinter)

- Other Miscellaneous Commands

- Mail at NRC

- Mail Forwarders
Week 13
- Mail Folders

- Signature Files

- Mail Aliases

- Internet node: Machine Naming Convention

Electronic Mail
ectronic Mai 12

- Location Commands

Week 14 - Process Commands

- Verifying System Behaviour

Commands Il 13

- Java I/O streams

Week 15 + Socket class
Week 16

design, and implementation

- Internet addressing; the Socket class; the Datagram

- Communication primitives; protocol specification,

- multithreaded client/server applications

Networking 14
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= Lectures, lecture notes and assignments are designed to achieve the course objectives.
= Students are expected to read the material as detailed in the text, complete the
assignments/project on time and participate in class.

1 el el

1. Windows server administration fundamentals, Microsoft official academic course

2. Basic Introduction to UNIX/linux, Claude Cantin , Research Computing Support Group,
Information Management Services Branch, National Research Council, November 29, 2015

3. Java How to program, Paul Deitel Deitel & Associates, Inc. Harvey Deitel Deitel & Associates, Inc.
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