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Variables, Operators, Conditional
Statements, Loop Statements, Functions,
lists, sets, tuples.
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e KALI Basics: Login, CLI, GUI, and
Networking

e Starting: Apache, MySQL, PostgreSQL,
and OpenSSH

e Discovering the Network (Network
Sweeping)

e Port Scanning using Nmap (CLI)

e Analyzing a Port Scan

e Using Nmap Scripting Engine (NSE)

e By using KALI linux to apply brute—force
attacks, password cracking, dictionary

attacks.
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Wireshark Basic: trace connections, view
the contents of suspect network

transactions.




